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B Founder of AppSec Labs

E Manacep Cope

RoortkiTs

@ Application security expert

B Book author
B8Managed Code Rootkits (Syngress)

B@Speaker & Trainer

O Presented at BlackHat, Defcon, RSA, OWASP USA,
OWASP IL, etc..

@ Secure Coding / Hacking trainer

@Speaking for the 8th time in a row at OWASP IL ©
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@A bunch of Application Security Experts
B Ninja Pentesters of Web & Mobile Apps
O Elite Trainers for Hacking & Secure coding courses

| The Application
Security Authority

......
----------
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HP Software Security Training Center /

Online courses and exercises for secure coding

HP Software

Login

A welcome to the Software Security Training Center!
orme

KEase The Software Security Training Center (55TC) was created with the intent to enhance your awareness in application security
and secure coding.

a Software Security O&H

By understanding the threat landscape and implementing the appropriate countermeasures we are impraving the intedgrity of

4 Courses aur products,

# Tour

Awareness is the name of the game!

S5TC s now avallable for you to enhance your knowledge of software security and improve our products' security,

Check out your personal training program and download course materials and lab environment to practice what you've learned
under Caurses in the menu,
Check out aur easy-ta-use knowledgebase for application security issues yau are canfronting in real time.

wWe wish you good luck inrevealing the fascinating world of software security

Click here to take a tour and explore the system’s features

HP SW IT Management Security & Trust Dffice

Contact

Questions, cornrnents, or changes? Tellus: ITM Securitytrust @hp.com l Dl \ 'DDS E C
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A world without
mobile technology ?
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— ™

@Why dynamic analysis?

@Memory dumps and analysis
B©Smali debugging

B Setting breakpoints
@ Native debugging with IDA (building signatures, types etc.)

@ Runtime instrumentation and manipulation using
ReFrameworker

© All rights reserved to AppSec Labs Ltd.
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-

O Pentesing the app “from the inside”

© All rights reserved to AppSec Labs Ltd.
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O Requests to the server side are encrypted, signed, or just
cannot be MiTMed for some reason

@ Your proxy is useless.

©Dynamic values stored in memory - created while the app
runs, received from network, etc.

@ Decompiling is useless. The value is not in the code

©Strings are obfuscated
@ Decompiling is hard

B@The app is using some hard coded values such as URLS,
encryption keys
@ Patching is time consuming

© All rights reserved to AppSec Labs Ltd.
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“’
B@Cannot manipulate with requests since they are

signed

FOST /GreatBank/TransferMoney.aspx HTTE/L.1

Host: GreatBank.com

Proxy-Connection: keep-alive

Content-Length: 274

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml, application/xml; q=0.9, imags/wehp, */*;q=0.8
Origin: http://GreatBank.com

Content-Type: application/x-www-form-urlencoded
Lecept-Encoding: gzip,deflate, sdch
Lecept-Language: he-IL, he;g=0.8,en-U52
Cookie: sessionld=rqpyxte

signature

i e N T B T N

lllEDEEtinatiDn.ﬂ.CC_uuuuL..’..L..’..L.L..’.. EﬂIl'IDuIlt=

DDkSignature=HjNi?jHDNEEvHSEvajREamE=

Sourceldce=111111

© All rights reserved to AppSec Labs Ltd.
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ﬁ
@Cannot view/manipulate with requests since they

contain encrypted data

FOST /GreatBank/Sensitivelperation.aspx HTTF/1.1

Host: GreatBank.com

FProxy-Connection: keep-alive

Content-Length: Z74

Cache-Control: max-—-age=0

Aocept: text/html, application/xhtml+xml, application/xml;q=0.9, image,/ wehp, */ % =0.8
Origin: http://GreatBank.com

Content-Type: application/x-www—form—urlencoded
Aocept-Encoding: gzip,deflate, sdch

Aocept-Lancuage: he-IL,he;gq=0.8,=2n-US5;qg=0.6,en;q=0.4
Cookie: Sessionld=roqpyvxteuld4alihdzstgfor en t:rypted!

upersensitivelata=ECkolTT 3 0Dke Q0 RFEREAISTp TWFVEV I hZWmk ZWZnas1laco rpduTgSefoge+]G9F
v+/n/ ltzs+vHRgr o/ EEyTALRRT1 EVT IESHAAS K 19aVG L 1WVhSUZ oG Ay TWERDt oS 1 1 ZC AhS0 iwGhegF CARCCE
AycDAREgAhEBAXEBoAwgDAMBIATIRAXEgP vAgP Vo cURWAVINZ EWHYTLEgpPhxWI lndxEL zNkKVh/ AsPGUIKHMOZ Mg Zd
giod+ApkZEeH/ wkCSTnd OixUTVTEARRVEXWI J T 7TxFPAGELOSMALahS 7 IWFcERA/ 3wShPEuwySC 2o 5SHELEGVI B+wl Z
VAVEPIY Tl ToxouFPEVEDS IGZthSLEBL3 / Qo ZmgTe ZBEStxpBHS Vi At uCF 1JbgEH7pPvkTe0uwiWwens 19FJhTwx Lol
SToRTGVOgACsGajITI ITHEnEGaFcCPFWESPhI TR LEWSCAGTaVTGIVEOLi INTGIJICOE+egequ+RIVgSLe / = WisdEeQ
HVdj eCHeVdwNEFVETwUIOEWIJEHS gD/ nE0PHeCGR1NQ L ibS0hao==

COALLTIYINS reserved o Appoed Ldos Liu.
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B©Cannot read values from decompiled code since it is

obfuscated

import com.whatsapp.App;

public class e
{

public static boolean g;

private static final String[] z;

public String a = "";

public String b = "";

public List<String> c = new ArraylList();

public byte[] d;
7 public Set<String> e = new HashSet(); ‘
public Set<String> f = new HashSet();

static

{

Strin array0fString = new String[7];
char[] array0OfCharl = "*k|/Lv\035m1Vc\024nSWc8,.]|.6}".toCharArray();
nt 1 = arra arl. .

int j = 0;
char[] arrayofChar2;

© All rights reserved to AppSec Labs Ltd.
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aWe must “work from the inside”

OLet’s start with direct memory analysis

@ Exposure of
8 Code sections

D Sensitive data — application data, passwords, encryption
keys, network traffic, calculations, etc.

@ Interactions with OS —files, processes, etc.

© All rights reserved to AppSec Labs Ltd.
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B Eclipse’s MAT (Memory Analyzer Tool)

©Dump the application’s current memory to disk

B Go to the “DDMS” Perspective, select the app and click
“Dump HPROF file”

2 @ Hierarchy Vi...

%22 0| Yy~ =0(%T. |6 H. X A...\@N...lui‘nﬁ..l@i...|Els...| = m|
' - ! Heap updates are NOT ENABLED fo

com.google.android.apps.plus 13042 8628 ID  Heap Size| Allocated| Free| % Used # Objects N

com.google.android.inputmethod.latin 779 8631 \_

com.android.providers.calendar 20864 8632

system_process 538 8633 Display: = Stats .

com.android.defcontainer 21493 8634 S

com.android.settings 21600 8602 Type | Count| TotalSize|  Smallest|

com.google.android.apps.googlevoice 21653 8605 e ===

android.process.acore 21682 8613 — ’

com.example.android.navigationdra... -- S

com.android.mms 22321 8615 q L P
‘@LogCat‘EConsole 52 | sl ! 7| = Elr e =1

. |

© All rights reserved to AppSec Labs Ltd.



@App&ec

Application security [(WE=] ST

T

i oW %l - B O 1 B B b

SELECT toString({pwd.mText.mText) FROM com.appsec.hackmepal.Main

resuilt

<REQEN >

22222222222\u0000\U0000\LUODOC\LO0O0\LOOO0\LOCDC\LOCOOK L) LODOOY LODOC\LODOO\LOOOC\LCDOOYLO0OC\UOODO

© All rights reserved to AppSec Labs Ltd.
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B Exposing obfuscated encryption key from memory

© All rights reserved to AppSec Labs Ltd.
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T
B Debugging allows us to analyze the app in real time

O Setting breakpoints

O Bypassing restrictions

©Jump into specific code sections
QO Expose secrets from memory

© All rights reserved to AppSec Labs Ltd.
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B©Debugging with the source is easy

©Just load the project in eclipse

©Place your breakpoint
©And click debug

© All rights reserved to AppSec Labs Ltd.
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B Most often you will not have the source

O Extracting the java code using dex2jar and creating
an eclipse project is a bit tricky
O Rebuilding the project dependencies
@ Decompiled code not always recompiles

@ Alternatively, we can remote debug smali code

© All rights reserved to AppSec Labs Ltd.
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B©Decode apk in debug (-d) mode:

@ apktool d -d app.apk out

@ Make it debuggable at the AndroidManifest.xml <application>
tag

@ <application .... android:debuggable="true” ...>

B Build new apk in debug (-d) mode:
@ apktool b -d out

B Sign, install and run new apk
O signapk input.apk

© All rights reserved to AppSec Labs Ltd.
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O create Netbeans project

@ add new Java Project with Existing Sources, select "out" directory as project root
and "smali" subdirectory as sources dir.

O Find application port using DDMS
@ it should be something like "86xx / 8700".

O Attached debugger in Netbeans

@ Debug -> Attach Debugger -> select JPDA and set Port to 8700 (or whatever you
saw in previous step).

O Set breakpoint.

B©NOTE — Officially, not all versions works, you need to use:
netbeans 6.8 and apktool 1.4.1

@Currently, you can also use NetBeans 7.2 with Apktool
v2.0.0-Beta9

© All rights reserved to AppSec Labs Ltd.




B©Smali debugging

© All rights reserved to AppSec Labs Ltd.
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@ Programmatically — by calling
android.os.Debug.waitForDebugger()

or
@ boolean debuggerAttached = false; while(!debuggerAttached ) {; }

@ Another option — DEV tools

Developer options

A Waiting For Debugger

Application HackMePal

(process
col c.hackmepal) is

waiting for the debugger to
attach

Force Close

Show touches

© All rights reserved to AppSec Labs Ltd.
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B@Suppose our target code is inside native .so files.

B©We can use IDA to analyze it, and GDB to remotely
debug it

© All rights reserved to AppSec Labs Ltd.
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BYou can use existing static binary analysis (such IDA) to better
understand the code

@[t will give you the idea where to start, where to set
breakpoints, etc.

WEIE‘ IDA - /tmp/VMwareDnD/9c2efb77/libna
File Edit Jump Search View Options Windows Help

BH e HEG (S B ok @
e ———

Ll'brary fFunction | Data [l Regular Function [ Unexplored ¥ Instruction

L A Com SaKey ASEUGRATIVE KARACTVITY CReCK (JHLARY enY, Jomject Ti%, JCring inpurerring
EXPORT Java_com_Jjakev_debugnative MainActivity check
Java_com_jakev_depugnative MainAStivity check
answer = RO 8
PUSH {R4-R6, LR}
Function name [T | ordinal | Name nputscring = 2
| ous  Re; inpuestring |
|[F] Unwind_ves 1§ T
L = - ?.E 0000A740 memcpy ot im0 ; 3string
selfrel_offset3 0000A744 cxa_finalize L
Unwind Getck F T Movs  this, inputstrinq
| Lr_Unwind_Ge | B2 0000AT748 malloc povs w2, fo
| (7] _unwind_Comp|| || &5 ooooA74c abort o
H = IMOVS R5, answer
uf Stri = R5
O e | FE 0000A750 SCmE o . oo EENSESNESESENE
- g IMOVS R1, Stri. H
liFeRAiGEG _ 0000A754 gnu_Unwind_Find_exidx DU, neverstzing
R | B2 0000A758 __cxa_begin_cleanup orl  pmen W
| dh Grap... | B2l 0000A75C _ oxa_call_unexpected , Y
= = "R
| &) 0000A760 __cxa_type_match = —
s R3, #0x2A8 loc_CDC ; Load from Memory
E R3, [R2,R3] env = R4 JNIEnv *
s answer, env inputString = R6 ; jstring
i R1, inputStrinc answerString = RS ; const unsigned __int& *
P g g g
& Ehemeie s R, fowah
< R3 (= r R3, fo0x28
i s , 40 R3, [R2,R3]
Llne 1 org - answer, env
= = Ri, inputString
Output window Hay et el Fxchanns Frmmistar indi

: T
DWARF: Functions: 30 symbols applied

DWARF: Functions: 0 symbols applied

Marking typical code sequences...

File '/tmp/VMwareDnD/9c2efb77/libnative.so" has been successfully loa
Compiling file '/tmp/ida/idademc64/idc/ida.ide'...

oc |
Aﬂ: ldie bﬁwn .Dlsk:.ééﬁ

© All rights reserved to AppSec Labs Ltd.




ps

adb forward tcp:5050 tcp:5050
ndk-gdb
target remote :5050

gdbserver :5050 --attach 1234 //pid=1234, port=5050

130 | root@android:/ # ps

a

USER PID PPID VSIZE RSS
root 1 ] 296 208
root 2 [¢] [c] [¢]
root 3 2 5] 0
root 4 2 <] ]
root 5 2 6] 5]
root 6 2 5] ]

Attached; pid = 1768
Listening on port 5056

ngb) target remote :5353'
T5050

warning: .dynamic section for "libc.so" is not at the expected
brary or version mismatch?)

warning: Could not load shared library symbols for 73 libraries
n/linker.

Use the "info sharedlibrary"” command to see the complete listir
Do you need "set solib-search-path" or "set sysroot"?

warning: Unable to find dynamic linker breakpoint function.

GDB will retry eventurally. Meanwhile, it is likely

that GDB is unable to debug shared library initializers

or resolve pending breakpoints after dlopen().

0x40037ebc in vsyslog_r () from libc.so

(adb) I

AppSec
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OFind the process id, attach to it and create a listener port
inside the device. Then remotely debug the app

WCHAN PC NAME
c0098770 00OMe840 S /[init
c0B5048c 000OAEO0 S kthreadd
c0042268 00000000 S ksoftirqd/e
cO04ce30 0OOOBOAO S events/O
c004ce30 00000000 S khelper
c004ce3d 0OOPOOBO S suspend

root@android:/ # gdbserver :5050 --attach 1768

©@Then use regular GDB commands such as break, continue,

finish, etc.

© All rights reserved to AppSec Labs Ltd.
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B©Analyzing .so files using IDA

B Remotely debugging native code using GDB

© All rights reserved to AppSec Labs Ltd.




a

B Runtime manipulation framework by AppSec Labs
OIntegrated as part of AppUse
DO Released at BlackHat USA 2013

O Presented at OWASP IL 2013 — look for the slides from last

year for more info!!

AppSec
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[ =[]

orker Dashboard

{ Load Config from local file ] [ Load Config from device ]

| save configto localfile | | Save config to device |
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1
B©The Android runtime was compiled with many hooks

placed into key placed inside its code.

OThe hooks look for a file called "Reframeworker.xml",
located inside /data/system.

B©So each time an application is executed, whenever a
hooked runtime method is called, it loads the
ReFrameworker configuration along with the
contained rules ("items") and acts accordingly.

© All rights reserved to AppSec Labs Ltd.



Overview - With
ReFrameworker
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ReFrameworker Dashboard

ReFrameworker Dashboard

Load Config from localfile | | Load Config from device Listener DeVICe
l J\ ) QAPPSeC \_Eener)
| Save configto localfile | | Save config to device | Advanced Application Security Proxy |
Google
| Deploy ! | | Configure rules | q Q2

Modify Runtime Logic Notify Usage oF.. Forge Values (Tamper with...) Proxy p p S e

Trust all certs | 05 Command Execution | | Encryption keys | | 5QL proxy |
Disable hostname ve... | File Access | IMEl | Phone number | |ntent proxy | ¢
| e “\/‘i}‘
” 2,
| Disable APK signature | | Native JNI Function C... | | URL J |_HTTP/S | 4 -
disabl i [ Il f"' ‘t
isable parmissions DNS resolver TcRiR | | P .
: L NFC l Gks )| M5 ) l l ) J reframeworke  SuperSU
Use Strict mode
LSk | Dynamic Invaoke {Reflection) |
Hide Stuff
Hide Application Existance WhatsippTotal Comme.

F. ‘
| Hide File Bxistance | iy .— y :

pg 2 !

All rights reserved to AppSec Labs Ltd.
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B Replacing the original device jars with our modified

version

@g AppUse Dashboard
@ ADDUEE’ AppUse v2.1

powered by AppSec-Labs

2
| Load APK ||IAppUsefTargetsfaca.db.tool-lfaca.db.tool-l.apk | | Install APK | a *

0 Home Launch ReFrameworker Enable ReFrameworker | Add Internet Permissions

A,

I'l Android Device
.

l‘;) ]

& Tools

E‘E‘ Reversing
7
-
A Application Data Section Description
Reframeworker allows you to manipulate the Android runtime in order
to contrel, debug, and test applications.
‘ ReCrameworks l_Launch ReFrameworker" opens the rgframew_nrker_s dashboard
S in order to change the ruleset of runtime manipulations.
"Enable ReFrameworker" installs [ uninstalls reframeworker's engine in

the emulator.
Vulnerable Apps

. |

© All rights reserved to AppSec Labs Ltd.
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ReFrameworker Dashboard =

{ Load Config from local file ] [ Load Config from device ] i -D,—‘ADDEEC Listener
) ; - . 1 L_ Appication wesey (ES]EYEY =
[ Save config to local file J l Sawve config to device J = Advanced Application Security ] Promxy
[ Deploy ! ] [ Configure rules J
Modify Runtime Logic Notify Usage OF.. Forge Yalues (Tamper With...) Proxy

| Trust all certs 05 Command Execution [ Encryption keys |  sqL proxy
[ Disable hostname ve... J [ File Access J -

| Disable APK signature | | Native JNI Function C... | | URL | @

[ disable permissions J l NEC J l GPS J l SMS J l DNs resolver J | TCPP @

l Use Strict mode J

l Dynamic Invoke (Reflection) J

Hide Stuff

l Hide Application Existance J

[ Hide File Existance J

Info: Online device found! ,H
List of devices attached
emulator-5554 device

Info: Loading configuration from device...
Info: succeed loading config from device!

E -] |.abs Ltd.
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— ™

@ User defines required behavior
Qcan turn on sniffing of important information
O bypass of certain logic
B©doing some string replacement
BOsending some data to the ReFrameworker dashboard
O Etc.

© All rights reserved to AppSec Labs Ltd.
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Oreplace a particular content with another content

e The inspected value should match the value of the defined
item

e The toValue contains the new value to be set

e You can you * as ANY (i.e. the hooked value will be sent
always)

|fa|ue |* ||] Ifn‘-.i’alue |_1111111111111 |I

© All rights reserved to AppSec Labs Ltd.
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o —
e send the hooked content to the ReFrameworker dashboard

e Requires the listener to be up

e The inspected value should match the value of the defined
item

e You can you * as ANY (i.e. the hooked value will be sent
always)

e The toValue is ignored (not in use)

rfm =

Ealue |* | n toValue (1111111111111

© All rights reserved to AppSec Labs Ltd.
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@ Now each time the hooked method is called, the device will send this data
to the proxy, and will replace the original value with modified received

value.
Sta rt the [ Load Config from local file ] [ Load Config from device ] i @ADDEE‘C \“‘h
proxy [ Sawve config to local file ] [ Save config to device ] Adv Security Proxy
[ Deplay ! ] ' Configure rules
ﬁdd Proxy
Method:
The proxy
window
Sumbit Do nothing Lo AppSec Labs Ld.
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7
B8When a message will be received, the proxy will

wake up and give the user the opportunity to
observe the message AND modify it — while the
android app is waiting for the response

Mathod  andrcid databese, § it e SCUtellal abdaie rawlubnyaithl acesy

SELECT wid FROHM grasnts GROUF B wd

S — — — — S

| Sumbit | lDl:l-rmII"H'igJ

© All rights reserved to AppSec Labs Ltd.
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Mame s=tIMEI

Enabled? [+

Calling method ' android.telephony. TelephonyManager.getDeviceld

[oroas

Walue | *

|. Save | | Cancel |

towvalue 11111111111111

Explanation — mode is set to "proxy" since we want to modify this
data at realtime. Other values stayed the same (compared to previous

example).

© All rights reserved to AppSec Labs Ltd.
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B©Runtime analysis provide us with the means to
observe the behavior of an app during its execution

@It allows us to inspect issues such as communication,
memory, file access, etc.

B©We can detect problems that are hard to see using
just static methods

B ReFreameworker is a great platform for that

© All rights reserved to AppSec Labs Ltd.
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QUESTIONS ?

© All rights reserved to AppSec Labs Ltd.
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THANK YOU !

Erez Metula , Application Security Expert
AppSec Labs (Founder)
ErezMetula@AppSec-Labs.com

...and last thing: we’re hiring !!!

© All rights reserved to AppSec Labs Ltd.



