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What is the meaning of Life?
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PEOPLE ARE STUPID.
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All long help threads should have a sticky globally-editable post at the 
top saying 'DEAR PEOPLE FROM THE FUTURE: Here's what we've 
figured out so far ...‘    xkcd.com/979/
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UGC = “User Generated Content”

Wikis, Forums, Q&A, Social Networks, Youtube, … 
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The site’s biggest risk: 

Community

The site’s strongest weapon: 

Community
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And…

470 million unique visitors monthly 
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S P A M
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Commercial Spam

AKA 

Free Marketing
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Spam Flood
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More Spam …
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Spam Evasion
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Pointless Junk
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Harmful Junk

e.g. chickenpox parties on facebook
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You can do this one in every 30 times and still have 97% positive feedback.
xkcd.com/325/



OWASP

Social Engineering
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“XSS by Design”
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Voting Fraud
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Exploit Distribution

AKA 

Arabic, Apple, and What is in Between
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???
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Copyright Violations
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Offensive Material
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Hate Speech
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Personal Attacks
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http://www.giladhan.co.il/

88

http://www.giladhan.co.il/


OWASP

Countermeasures

89



OWASP

Automated Filters
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Human Flagging
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User Blacklist
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User Registration and 
Permissions

99



OWASP 10
0



OWASP 10
1



OWASP 10
2



OWASP

IP Blacklist
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Some issues with this: 

Shared IP 

Schools

Corporate Proxy

ISP DHCP

TOR
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Automated Fraud Detection
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And what about all the people who won't be able to join the 

community because they're terrible at making helpful and 

constructive co-- ... oh.  xkcd.com/810/
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User Review
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Gamification
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The Community is Evil

11
5



OWASP

The Community is Good
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The Community is Us.
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