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Server-Side Web Controls
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Formerly a boutigue company that provided
Information security services since 2004.

As of 01/01/2011, Ernst & Young acquired
Hacktics professional services practice, and
the group joined EY as one of the firm'’s
advanced security centers (ASC).
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Introducing

VEHICLE!

Viewstate Hidden Control Enumerator
(formerly known as ria-scip)
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A project based on a research by Niv Sela and Shay Chen,
ZAP Extension Implementation by Alex Mor.



ABUSING ASP.NET MECHANICS




Property Injection / Property Override

Fingerprint visible & hidden control types
Override server side control properties

Access additional data sources In the
backend databases and systems

Execute application attacks while
bypassing ASP.net security mechanisms
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Event Execution Exploits (EodSec)

Elevate privileges by executing
controls/events of high-privileged users

Exploit vulnerable code stored in dormant
events

Corrupt the application data
Exceed logical restrictions
Etc
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Risk Factors

Hidden Server Control Identification

Server Contro
Server Contro
Server Contro

Type Fingerprinting
Property Manipulation
Property Injection

Execution of Dormant Server Controls
Cached Viewstate Reuse
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The Attack Surface of
ASP.net / Mono




Security Features in ASP.net/Mono

Event Validation

Digital Signatures / MAC
Limit to List, Manipulation Prevention

Security Filter (XSS)
Sandbox

Built-in Regular Expressions
Etc

Page 9

EY



Attack Surface Analysis: Entry Points

Purpose: Locating Code to Abuse
Web Pages
Web Service Methods
Global Modules (Filters, Handlers, Etc)

*Events of Server Web Controls*
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Server-Side Web Controls

Rendered into HTML/JS code
Include server side implementation
Core Controls and Custom Controls (e.g. ascx)

Toolbox |
AdRotator

BulletedList
Button

= &) [

Calendar
CheckBox
CheckBoxList

DropDownlist
i—

3

at] T

m X

Username |

Passwm‘dl
| asp:Button#Buthonl|

Submit
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Server-Side Control Events

A triggered server-side code segment, containing
optional functionality (PostBack/CallBack in ASP.Net)

Client triggering mechanism rely on EVENTTARGET,
EVENTARGUMENT and VIEWSTATE

Sample Server Side Implementation (C#, ASP.Net):

Eif;[))(: <@sp:Button ID="Buttonl" runat="server" onclick="Buttonl Click" Text="Button™ />

public partial class Demo : System.Web.UIL.Page
.aSpX.cs: {

protected void Page Load(chject sender, Eventirgs e)

1
Response.Write("Hello World");
¥
protected woid Buttonl Click(cbject sender, Eventirgs e)
1
Session["action™] = "alterContent™;
¥
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Client-Side Implementation of Events

Sample client-side implementation (ASP.Net
postback):

<form name="form!1"” method="pcst” action="WelcomeMirror.aspx” id="formil”=
cdivs
<input type="hidden” name="__ EVENTTARGET" id="__ EVENTTARGET" walue="" /=
<input type="hidden” name="_ EVENTARGUMENT" id="_ EVENTARGUMENT" walue="" /=
<input type="hidden” name="__ VIEWSTATE" 1id="_ VIEWSTATE" wvalue="/wEPDWURLTY 1M
<fdive

<input type="buttcn” name="Buttcocni” wvalue="View Service =2tatus” eonclick="javascript:_ doPostBack('Buttoni’, "'} ”"

<script type="text/javascript”=
Jie!' [CDRTA]
var theForm = document.forms[ ' formil®]:;
if ('therorm) {
theForm = document.formi;
1
function __ doPostBack(ewventTarget, eventArgument) {
if (!'theForm.onsubmit Il (theForm.onsubmit() !'= falsel) {
theForm._ EVENTTARGET.wvalue = eventTarget.
theForm._ EVENTARGUMENT.value = eventargument:
theForm.submit(};
1
H
IR

</script>
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The Structure of the Viewstate Field

Viewstate HTML Structure:

<input type="hidden” name="__ VIEWSTATE" jid="__ VIEWSTATE"
valune=" /wWEEPDWULLTEYNTIVM] EXOTOEEEY CAQMEEBY TAQEPINY CHgdWaRNpYmx 1 aSRKAGMEDR Y CHWE 0 EEQCEQERTg

IeB0VUYHISZWRCZEQCEWEPPgI fAWhkZG0d1dSROCEay e+ I /KEOVETAS TvsHg=—" />

¥ ViewState v2.0 compatible [MAC enabled)
¥ Pair
¥ Pair
string 85025323
¥ Pair
null
¥ List
int 32
¥ Pair
null
¥ List
int 32
¥ Pair
¥ Pair
¥ List
string Visible
hoolean false
null
null

Serialized into Baseb64*

Signed (MAC), clear-text or
encrypted
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Event Validation Drill Down

Independent Events (e.g. buttons with
usesubmitbehavior=false, etc)

Programmatic vs. Declarative

<% Page Language="C#" AutoEventWireup="true" CodeBehind="WelcomeChanged.aspx.cs"
EnableEventValidation="true” EnableViewStateMac="true" Inherits="ViewStateControls.WelcomeChanged” X3

<input type=*"hidden” name="__EVENTTARGET" id="__ EVENTTARGET" wvalue="" /=

<input type="hidden” name="__ EVENTARSUMENT® id="_ EVENTARSUMENT" walue="" /=

<input type="hidden” name="__ VIEWSTATE" id="__ VIEWSTATE"
value="/WEPDWULLTEYNTIVM]EXOTQPEEY CAOMP ZRY IAQEPDRY CHodWaXNpYmx 1 aGRKAGMPDRY CHWE 0 EGQCBOEPED

IeBE0VUYWIS EWROEGQCEWAPFOI faWhkEGQd1dSROcEaYC+I /RE9VETAITVSHO=—" /=

<input type="hidden” name="__ EVENTVALIDATICHN® id="_ EVENTVALIDATICN"
value=" /WEWCAFK+20TREWLHIM+haAgL30bLrBEgRgwDPXDQKE?2 fDAWLPhr g DWLg7 9fGCQLIN I va e

S1LBEHF3ZQyvulQolvedciion?” />

<input type="buttcn” name="Buttoné® walue="Buttons”
onclick="javascript: doPostBack(’'Buttong’,’ 1" id="Button&” /=
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The Event Validation Mechanism

Name/Value HashCode Formula

The EventValidation Field

v fif::tﬁtate v2.0 compatible [MAC is not enabled] MaC h | N eKey an d MAC
int - <-Vi tat
it st Hashcode Control Name/Value
T Verlflca_ltlon, Prior to Event
int 2087245738 __onirol Execution
int 2087245739 |1 choodes ]
Include viewstate hashcode

int -1314758518

Included in the HTML:

int 2087245734 ciude t € '

Nt 2087245739 <input type="hidden” name="__ EVENTVALIDATICH"

int 0 valune=" /WEWCAF+20TREBWLWIM+bAgLs0bLrBgRgWRPRDQKE2 L]
JLBExF3ZQYvulgClyedciloa?” /=
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Evidence of Hidden Controls & Type

Visible/Enabled Controls:

Control Panel - Zone 1

View Service Status

‘ Send Event Motification |

Logout

[ Raw I Params I Headers THex IUiewState |

¥ View5State v2.0 compatible [MAC enabled)
¥ Pair
¥ Pair
string 5025323
null
null

- -

EventValidation
(Viewstate Decoder):

¥ \iew5tate v2.0 compatible [MAC enabled)
¥ List
int
int 1757380412
int
int s%a750952
int 1833337575
int 93075523
int -332008415

Invisible / Disabled Controls (Properties in Viewstate):

Control Panel - Zone 1

View Service Status

Send Event Motification

Logout

Server Is Up

[ Raw T Params T Headers T Hex T \View State

int 3
¥ Pair
v Pair
¥ List
string Visible
boolean fake
null

null
int s

EventValidation
(Viewstate Decoder):

¥ \iewState v2.0 compatible [(MAC enabled]
¥ List
int 1757580412
int 393750552
int 183583787%
int 93075323
int -5:2008418

@
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Server Controls / Props:
Application Bullding
Blocks




Fingerprinting Server Controls

Control Viewstate Presence
Collection of Properties for Each Control
Boolean, Numeric, Text, etc
Properties reloaded from the viewstate

Rule of Thumb — Properties in Viewstate
Programmatic value manipulation
Significant In-Design Modifications
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Mapping Viewstate Reloaded Props

= log b

g2 C:\Documents and SettingshAdministrator\Desktop\withViewStateh . BaseDatalist.cs
2 object obj = this.ViewState["Datasourcell™]

B C:\Documents and Settings’\Administrator‘\Desktop'withViewState' . BaseDatcalist.cs
1 thi=s.ViewState["DataSourceID"] = walue:;

22 C:\Documents and SettingshAdministrator\Desktop\withViewState' . BaseDatalist.cs
object ob] = this.ViewState|["UsebhccessibleHeader™]:

g4 C:%\Documents and SectingshAdministcratorh\Desktop\withViewStateh .\BaseDatalistc.cs
this.ViewState ["UsehcoocessibleHeader™] = walue;

C:%Documents and Settings‘\LhdministratorhDesktop'withViewState' .\BaseDatalist.cs

10568 Cr:wDocuments and Settings’\idministrator’\Desktop‘\withViewState' . HotSpot.cs
= string text = (string)this.ViewState["AocessEey"]:

(]

C:%Documents and Settings‘\ZdministratorhDesktophwithViewState .\HotSpot.cs
this.viewState["EccessKeﬂ"] = walue;

C:\Documents and Settings’\Administrator’\Desktop‘\withViewState . HotSpot.cs
object obj = this.ViewState["AlternateText™];

[ T e T e T = |
oy o NN
[ T s B 5 i

]
[ T & ]

C:%Documents and Settings‘\ZdministratorhDesktophwithViewState .\HotSpot.cs
this.ViewState ["AlternateText™] = walue;

[T L
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Demo:
Inject / Override the
GridView sglDataSource
and key fields

Employees List

account_id|account_number
234234234




% ViewState Editor 4 _ ESREERSC

| v (& Pair k
¥ ﬁ SparseArray
v (& Object
v (&5 Pair N
¥ ﬁ ArrayList 1/

v ﬁ IndexedString
_DataBound
v ﬁ True
True
v ﬁ IndexedString
_tltemCount
v (& Ints2
3
v ﬁ IndexedString
DataSourcelD

v ﬁ String
|
G ¥ (== Null . Il
. Add 30L Data Source J l Add Button J l Togale Boolean J
Add J [ Remove J [ Apply J




Overriding Control Properties

Reusing Valid Viewstates
MAC Compatibility
Mining Sources
Structure Similarity

Reconstructing Unsigned Viewstates
Structure and Order of Properties
Insertion of Value Pair Blocks
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Mining VS/EV from Cache Sources

-

| £ VEHICLE - Viewstate Hidden Control Enumerator - [ = | (=] Lﬂh

Cptions Help
vehicle | Dejavu |

LRL: http: s1ocalhost: 18442-ControlPanel3Sectionr.aspx

_Date ) _Deja Vu Analysis

Select Year:

|zon ||

_Deja Vu Controls

Al

ITl
T
m
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Dormant Server Web Controls, 1 of 3

Commented Out Controls
Commented out using HTML comments (<!-- -->)

Rendered inside an HTML comment, but the server
code is still active.

<!-- <asp:Button ID="Button4"” runat="server" Dnclick="Buttnn4_E1ick"|
Text="View Active Users" UseSubmitBehavior="False"™ /> -->

protected wvoid Buttond Click({cbject sender, Eventirgs e)

1

Response.Write("<center><b>Active Users</bx</center:");

C on trOI Pa ne I - ZO ne @ Source of: hitp://localhost:7011/ControlPanelSectionLasp - Mozilla Firefox {':' g ﬂ
 ViewSeniceStatus File Edit View Hep

———— B e

s

Send Event MNotification </p>

SRR b+ iyl iime syl ame="But tond * value="View Active Users M

onclick="javascript: doPostBack( 'Buttend’, )" id="Butfend”

l styvle="background-color:Yellow;” /» --» W

lima B2 sl T
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Dormant Server Web Controls, 2 of 3

Disabled Controls

The control enabled property is set to false (Server)
Rendered with the disabled="disabled" HTML property
Rendered without an input postback method

Send Event Motification Button3.Enabled = false;

<input type="button” name="Button3” walue="5end Event Wotificaticn” id="Button3” disabled="disabled” /=

Control Panel - Zone 1

View Service Status

@ Page 27 EY




Dormant Server Web Controls, 3 of 3

Invisible Controls
The control visible property is set to false
Not rendered In the presentation layer, but the code is

still active
Button2.Visihle = false;
Welcome Fs Welcome
Control Panel - Zone 1 Control Panel - Zone 1
 View Senice Status  ViewService Status
E Send Event Motification
[ Send Event Notification ]
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Dormant Events of Web Controls

Dormant Events of Visible Controls

Declarative: Optional events of controls with
multiple events

Programmatic: Optional event listeners
registered in the code level for controls with at
least one active event
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Commented Control Event Execution

Prerequisites (ASP.Net) - Commented Out Controls:
Comment server control using HTML comments
Event code does not include privilege validation

Process

‘uncomment” the HTML control and execute the event, or
send the appropriate values directly.

Advantages

Exploit works despite the Viewstate MAC AND
EventValidation.
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Commented Control Execution, Cont.

| £ VEHICLE - Viewstate Hidden Control Enumerator o o e S
Options Help
Vehicle | DejaYu
Get

URL: | hitp: ~slocalhost: 1s442-ControlPanelSectionz.aspx
Fage Analysis

(/] Viewstate (Editable).

i Invisible Controls Found in ViewState.
C foundy i Disabled Contrals Found.
ir~ Commented Controls Found.

(/] Event Validation.

[-"age Controls

Commented or Disabled:

Visible:

Buttons Buttonz
TextBoxt
[ Add Jl Enumerate Controls Jl Blind Control Enumeration J
Events:

Enumeration Results:

Control Name | URL | Hidden

[ Load Controls From History J

[ Add Controls From URL J

l Run Event J l Post Back J
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Commented Control Execution, Cont.

]
Q Resend Lol o

J Requesﬂ Response }
(Method | v| |Header. Tet | ¥] (Booy.Text |»] (D @ @E 2@ Send

POST http://localhost:16442/ControlPanelSection2.aspx HTTP/1.1

Host: localhost:l16442

User-Agent: Mozilla/5.® (Windows NT 6.1; WOW64; rv:23.8) Gecko/281e8181 Firefox/23.8
Accept: text/html,application/xhtml+xml,application/xml;q=28.9,%/%;q=08.8
Accept-Language: en-US,en;q=@.5

|| Referer: http://localhost:16442/WelcomePage.aspx

Cookie: ASP.NET_SessionId=yphqc555x55uytbsvoikgnme

Connection: keep-aliwve

Content-length: @

Content-Type: application/x-www-form-urlencoded

__EVENTTARGET=Button4?__EVENTARGUMENT=2__ EVENTVALIDATION=
% 2FWEWBELAXTKmCAKMS4rGBgLWIME2BbAEL sObLrBgKF 2f XbAwKgwpPxDQ%3D¥3DL  VIEWSTATE=
%2FWEPDWUINUWMjUzMjMPZBYCAgMPZBYGAEMPDXYCHgdWaXNpYmclaGREAgUPDXYCHgdFbmF ibGVkaGRKAg CPDXYCHWF 0ZGRK

Time:  Bodylength:  Total length:
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Disabled Control Event Execution

Prerequisites (ASP.Net / Mono) - Disabled Controls:

The control “enabled” server property is set to FALSE
Event code does not include privilege validation

Process

ASP.Net/Mono: Forge a postback / callback call, or send the
appropriate values directly.

Mono: delete the viewstate (!)

Advantages

Exploit works despite an active Viewstate MAC AND
EventValidation.
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Forging a Disabled Control Event

Forging a PostBack / CallBack Method Call

Why does it work?
ASP.Net: Temporarily disabled controls are a feature
Mono: EventValidation’ Viewstate hash-code issue

How does it work?
The control name is exposed in the disabled control

<input type="button”™ name="Buttoni"” wvalus="3end Event MNotification"™ id="Buttoni" disabled="dizabled"™ />

Use an interception proxy to “inject” postback calls into
HTML control events, or craft requests manually.
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Disabled Control Execution, Cont.

r 3

|.£| VEHICLE - Viewstate Hidden Control Enumerator - | e S
Cptions Help
Vehicle | DejaVu
URL: hitp: «localhost: 18442.ControlPanelSectionz aspx Get
FageAnalysis )
[/] Viewstate (Editable). [~ Invisible Controls Found in ViewState.
ewState 5 d (MAC found i~ Disabled Controls Found. [ Load Controls From History J
ewState Encrypted i~ Commented Controls Found.
() Event Validation. - | Add Controls From URL |
Fage(‘.ontrols )
Visible: Commented or Disabled:
Buttoni Buttona
TextBox

[ Add J[ Enumerate Controls J[ Blind Contral Enumeration J

Enumeration Results: Ewvents:

Control Name | URL | Hidden |

l Run Event J [ Post Back J
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Invisible Control Event Execution 1/4

Prerequisites (ASP.Net / Mono) - Invisible Controls:

(1) Either the ViewstateMAC OR the EventValidation features
must be turned off

<¥fl Page Language="C#" AutoEventWireup="true" EnableEventValidation="false"|

<system.webs
<pages enableEventValidation="false" />
<fsystew.wehﬂ

<%@ Page Language="C#" AutoEventWireup="true" EnableViewStateMac="false"

<system.webs
<pages enableViewStateMac="False™ />
</system.web>

(II) The control “visible” server property is set to FALSE
(111) Event code does not include privilege validation

@ Page 37 EY




Invisible Control Event Execution 2/4

EventValidation is OFF

No event validation = ANY event can be executed,
regardless of MAC

Process
Craft a request with valid EVENTTARGET value OR

Inject a custom Postback/Callback call to the response
HTML, and target the event of the invisible control

a Page 38 EY




Invisible Control Event Execution 3/4

EventValidation is ON , Viewstate MAC is OFF

Forge valid viewstate / eventvalidation fields (no MAC)

Process

Craft a request using VEHICLE or other eventvalidation
editors
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Invisible Control Event Execution 4/4

Hashcode Generation

internal static unsafe int GetStringHashCode (string s)

{
fixed (char* chPtr = 3)
{
int numl = ;:
int num2 = numl;
int* numPtr = (int*)chPtr;

int length = s.Length;
while (length > 0)

{
numl = (numl << 5) + numl + (numl >> ) A *numPtr;
if (length > 2)
{
numz = (numZ << 5) + numZ + (num2 >> ) A numPtr[1];
numPtr += 2;
length -= £;
}
else
break;
}

return numl + numZ * H

@ Page 40 EY




Error-Based Control Enumeration

Accessing invalid control names will NOT raise exceptions
Accessing protected will - if the EventValidation is ON

Server Error in /' Application.

Invalid postback or callback argument. Event validation is enabled using <pages
enableEventValidation="true"/> in configuration or <%@ Page EnableEventValidation="true" %> in
a page. For security purposes, this feature verifies that arguments to postback or callback events
originate from the server control that originally rendered them. If the data is valid and expected,
use the ClientScriptManager.RegisterForEventValidation method in order to register the postback or
callback data for validation.

Description: An unhandled exception occurred during the execution of the current web reguest. Please review the stack trace for more information about the error and where it originated in
the code.

Exception Details: System ArgumentException: Invalid pestback or callback argument. Event validation is enabled using <pages enableEventvalidation="true"/> in configuration or <%@ Page
EnableEventWalidation="true” %= in a page. For security purposes, this feature verifies that arguments to postback or callback events originate from the server control that originalty rendered them.
If the data is valid and expected, use the ClientScriptManager. RegisterForEvent\alidation methed in order to register the postback or callback data for validation.

Source Error:

An unhandled exception was generated during the execution of the current web reguest. Information regarding the ocrigin
and location of the exception can be identified using the exception stack trace below.

Stack Trace:

[ArgumentException: Invalid postback or callback argument. Event validation is enabled using <pages enableEventValidation="true"/> 1in
System.Web.UI.CTientScriptManager.validateEvent(String uniqueld, String argument) +8644649
System.Web.UI.Control.validateEvent(5tring unigqueID, 5tring eventArgument) +6%

System.Web.UIL.wWeblontrols. Button. RaisePostBackEvent(String eventArgument) +35

System.Web.UIL. WebClontrols. Button. System. Web. UL, IPostBackEventHandler. RaisePostBackEvent (String eventArgument) +10
System.Web.UI.Page.RaisePostBackEvent (IPostBackEventHandler sourceControl, String eventArgument) +13

System.Web.UI.Page. RaisePostBackEvent (NameValueCollection postData) +175

System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +1565
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Blind Control Enumeration

Basic Blind Differentiation Formula:




Control Naming Conventions

Default: [ControlType][Number]
Buttonl, Button2, TextBox1, TextBox2 ...

Default 1l (v1.1-v3.5/Master): ctl[ID]$[contentScope]$...
ctl00$MainContent$txtName, ctl00$Content$cmdSubmit

Legacy: [ControlTypeShortCut][Number]
txtl, txt2, btnl, btn2, cmdl, cmd2, Istl, Ist2 ...

Custom Legacy: [ControlTypeShortCut][Logic]
txtUsername, txtPassword, btnSubmit, cmdAddUser ...
Plain: [Logic]
user, pass, submit, delete

Title Match: [Title]
Username, Password, Origin, Email, Update
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Hidden/Optional Event Execution 1/2

Prerequisites — Multiple Dormant Events of Controls:
Control assigned with multiple events.
(Calendar control, Custom Controls, etc)

Process:
Fuzz the eventargument field, in addition to eventtarget
Eventargument variation can execute different server
events (for example - V[value] vs. [value])

Advanced:
Core Events vs. Custom Events

Example: Click, Command, onSelectionChanged,
OnVisibleMonthChanged, Etc
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Hidden/Optional Event Execution 2/2

<asp:Calendar ID="Calendarl" runat="serwver"
onselectionchangedd"Calendarl_SelectionChanged| OnvisibleMonthChanged={Secret Click’| ></asp:Calendars|

} [protected woid|Secret Click{pbject sender, FMonthChangedEventirgs e)
< February 2013 =14
Sun Mon Tue Wed Thu Fri Sat Labell.Text = “<b>Secret!!!</b>";
Labell.ForeColor = System.Drawing.Color.Red;

E @ @ @ ﬂ 1 2 Labell.BorderColor = System.Drawing.Coclor.Red;

3 4 5 6 1 8 9|f

10 11 12 13 14 15 16 | |protected void Calendar1_Selectionthanged‘Dhject sender, Eventirgs e)

1

E E E E ﬂ 2 E Labell.Text = "<b:Normal</b>";

24 25 26 2T 128 1 2 Labell.ForeColor = System.Drawing.Coclor.Black;

- T T = i Labell.BorderColor = System.Drawing.Color.Red;

3 4 5 6 17 8 8]}

<table id="Calendari1” cellspacing="0" cellpadding="2" cultu="" title="Calendar” border=/

collapse:collapse; >
<tr><td colspan="7" style="kackground-colecr:silver;"=<table cellspacing="0¢ 0" =g

_
<btr>«<td style="width:158%; "»><a href="javascript : Bl Lin:F-Ta 4 e W= Ts -5y Ris vﬂ?lﬂ'l' st
farc/td><td align="center” style="width:70%; "=February ?2013<,/td=<td align="ri i

e="wi

href="javascript : Ell)=kinTu dRle-UES T hah BRERR L 1B * style="cclor:Black” title="Go to the next

</tables</td></tr>=<tr><th align="center” abbr="sunday” scope="col”"=Sun</th=<th align="cg
abbr="Tuesday" scope="col”>Tue</th»<th align="center” abbr="Wednezdav"” scope="cocl”>Wed</th><
align="center” abbr="Friday” scope="col”"=Fri</th=<th align="cen abbr="Saturday” scope="g
atyle="width:14%; "><8 href="gf-\Elehamle] AN ls12l 10 AN Tol f IRl BES T F-hah RS- FERMI " atyle="color:Black”
gtyle="width:14%; "><a8 href="pgElehamls N ls12la S0l N Tl f lad-BES T F-0ah IR FAL. B style="color:Black”
style="width:14%,; "=<a href="javascript:_ dcPoatBack({ 'Calendar1’, "4777")" style="colcr:Black”
style="width:14%,; "=<a href="Javascript:_ dcPoatBack({’'Calendari1’, "4778")" style="colcr:Black”
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Invisible Control Execution, Cont.

- _ — _—
| %/ VEHICLE - Viewstate Hidden Control Enumerator [ESNEERTSC
‘ Options Help
|| [ venicle | Dejavu
URL:  hitp: ~localhost: 1s442-ControlPanelSectionz.aspx Get
Page Analysis
- EER )
e —
(/] Viewstate (Editable). [ Invisible Controls Found in ViewStg £ Control Enumeration
ViewState Signed (MAC found). i Disabled Contrals Found.
ViewState Encrypted i~ commented Controls Found. URL: http: ~Aocalhost: ror1AVelcomeChanged.aspx
(/] Event Validation.
2 idation Signed (MAC found,
Event Validation Signed (MAC found. Prefix. [ Run ]
Page Controls
il I Iry!ng: [extt Fl
Visible: coff| | Trving: Textz E
Trying: Textz
Button1 B ry. g
Trying: Texts
Buttons B Trying: Texts
T Trying: Texts
: Trying: Textr
Trying: Texts
Trying: Texts
l Add H Enumerate Controls “ Blind Control Enumeration J Trying: Textio |
v
Enumeration Results:
Controls Found: 2 l Apply J
Control Name | URL | Hidden
[ Run BEvent J [ Post Back J

Page 46 EY




Invisible Control Execution, Cont.

.
A Resend

Request Response]

|Header. Text | v| |Boay. Text |v| (][]

HTTE/1.1 200 OK

Server: ASP.NET Development Server,/10.0.0.0
Date: Wed, 23 Jan 2013 23:31:13 GMT
X-AspNet-Version: 2.0.50727

Cache-Control: private

Content-Type: text/html; charset=utf-§
Content-Length: 2332

Connection: Close

<center><font size=5>System Control Monitor</font>»</center><br><center>Welcome userlifcenter)il‘
brr<centerr>Shutting Down Server</center>

<html =zmlns="http://www.w3.0rg/1999/xhtml ">
<head id="Headl"><titleX

</title></head:>
<body>

<form name="forml"™ method="post" action="Welcomelhanged.aspx"™ id="forml">
<dive

- ¥
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Advanced Event
Execution Methods

T —

Qe —"

Executing Events of Invisible Controls
DESPITE
EventValidation and Viewstate MAC



Missing CallBack Code Validation

Prerequisites — Improper CallBack Implementation
Event validation not performed manually in CallBack code
Relies on the CALLBACKID and CALLBACKPARAM

public woid RaiseCallbackEvent(string eventArgument)

1

try

1
//Page.ClientScript.ValidateEvent({this.UniqueID);
this.OnClick(new Eventirgs());

¥

catch (Exception ex)

1

this. ewventhArg = ex.Message;
this.OnClick(new Eventirgs());
¥

Process: }

Ignore Event Validation when Forging Event Call
Advantage:

Works despite of Viewstate MAC & EventValidation.
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Mining Cached Viewstate Values 1/2

Prerequisites — Reusing Signed Cached Values

Obtain control names from cached / indexed content: search
engines, proxies, browser cache of privileged users

insite: microsoft. com filetype:aspx “

Web mages Mare Search tools

SharkPro SharePomtlnsue for Prolect Office com - I‘u’llcrosoﬁ:
office.r ft my.../shar h int-insitetm-fo... - United States
013212\ dpdt thtfmtdtlme soft
Project!

Microsoft Streaminsight

msdn.microsoft. com/en-us Ii rary/ee362541.aspx
Microsoft St amins ght a powerful pI tf orm that you can use to develop and deploy
compl eeeeeeee t processin gl CEF' ppl cations. Its highthroughput ...

Dfsutil ExaleeS TechMet - Mlcrosoft
technet. microsoft.comien —L:.|IDIEIJ 6211y 1 ).aspx

. Mar 28, 20 3 dfsutil /i mpl mdf t nable. After gthis command
FO C S S o e e e "

Reuse the cached VIEWSTATE, EVENTTARGET,
EVENTARGUMENT and EVENTVALIDATION
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Mining VS/EV from Cache Sources

-

| £ VEHICLE - Viewstate Hidden Control Enumerator - [ = | (=] Lﬂh

Cptions Help
vehicle | Dejavu |

LRL: http: s1ocalhost: 18442-ControlPanel3Sectionr.aspx

_Date ) _Deja Vu Analysis

Select Year:

|zon ||

_Deja Vu Controls

Al

ITl
T
m
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Mining Cached Viewstate Values 2/2

Advantages

Exploit works DESPITE the Viewstate MAC AND
EventValidation

about:cache

File Edit View Help

<input type=‘hidden” name=*__EVENTTARGET" id=*__ EVENTTARGET® value=**" />

<input type="hidden” name=*"__ EVENTARGUMENT" id="__EVENTARGUMENT" wvalue="" />

<input type="hidden” name=*"__ VIEWSTATE" id="__VIEWSTATE"

value=" /WE P DWUKLITY IMT I ZNDQVYCAIKEFgICAWIKFQgYCAWSPEFgIEB1ZpCc2libGVoZGRCBREPEGICBOVUYWISZWROZG
QUBWBPIFGgIfAWhKIGSLYPBKX7682rPPIgtO+A2GicID2zQ==" />

<input type=-"hidden” name=- EVENTVALIDATICN® id="_ EVENTVALIDATION®
value=" /WEWBgEWAHtNLEWKMEArcBgLWlM+bAgLa0bLrBgHgwp ExDOREZ2 fiba /od8FtecCydgfgvxpUjUNIdaUzZE -

Shared Hosting Attack Model:
Can bypass Viewstate MAC and EventValidation
Scenarios for Shared / Isolated Application Pool
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Risk Mitigation




Secure Coding Guidelines

Preventing Event Execution & Property Override
Do NOT use the Disabled property for security purposes
Do NOT rely on HTML comments to hide controls

Remove unnecessary dormant events from all layers:
HTML, Design (e.g. aspx), CodeBehind (e.g. aspx.cs)

Implement code-level privilege validation in each event
Enforce digital signatures (Viewstate MAC)
Activate event validation mechanisms (EventValidation)

Disable cache / Prevent indexing in pages with sensitive
controls!

Customize the platform error messages
Replace the Machine Key (to prevent cache reuse)
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Event Level Privilege Validation

Explicit Privilege Validation in Event Code

Enable Event Validation / MAC
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Disable Cache & Prevent Indexing

Disable Browser/Proxy Cache (Sample Code)

Restrict SE access in robots.txt (Sample Config)
http://www.robotstxt.org/robotstxt.ntml

Restrict SE caching/crawling via meta tags
http://www.robotstxt.org/meta.html
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Dormant Control Execution Summary

Control / Event O]\ IR ONLY Event
Type Event Viewstate MAC |Validation AND
Validation IS ON Viewstate MAC

Is ON are ON

Commented v Y4 v 4

Disabled ' 4 v 4 v 4

Invisible 7 7’ @

Optional 4 4 @
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Advanced Invisible Control Execution

Execute Control Events DESPITE MAC/Validation
Reuse cached / indexed ViewState and EventValidation
fields of the same Page
Abuse insecure callback implementations
Abuse MachineKey in Shared Hosting Model
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The VEHICLE Project (a.k.a RIA-SCIP)

Homepage: http://www.github.com/hacktics/vehicle/
Alternate: http://code.google.com/p/ria-scip/
OWASP ZAP extension (v2.0+), requires Java 1.7
Included in ZAP’s Marketplace

Currently focused at ASP.net
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Activating the Vehicle Extension in ZAP

F ™
O Untitled Session - OWASP ZAP EERECR

File Edit View Analyse Report Tools Online Help
(Sandaomese ) 1 EmE % B0 050 V <P rokl o

S.ites@ J Quick Start < T Request=» T Response«= T Break i+ ]

v @ P Sites 4 A

*_ Phteocahosties: 1 Welcome to the OWASP Zed Attack Proxy (ZAP"

fupOST. ¢ itack :

|| mposT.cq Delete
mposT. o Include in Context

on testing tool for finding vulnerabilities in web applica

mposT.cf Flag as Context

B GET.Ccof Runapplication
[ GET.Corn Exclude from Context

ck applications that you have been specifically been gi
(L below and press 'Attack:. |’/

1 [ GET:Cor Exclude from L

- E : M ston ¥
Pl }A‘U_G&C.u.c Break... n J .

¥y ¥ ¥yy¥w

Alerts for this node >
[ Forced Browse 4~ | Resend... WebSockets j.f T AJAK Spider %Ed T Cutput
| Histoy = [ New Alert.. | adiveScan ) | Spider 3
@ ' Filter. OFF Show in History tab
Open URL in Browser |
1 GET hitp: 10 ) Pon Ok 7IMS [~ Form, Hidde... | &
3 POST  hitp:wlg shiefs Do liE T apz Found 20ms -
N 4 CET hitp-+dg Generate anti CSRF test FORM boo Ok SMS (o
5 GET hitp: «Ic Diff z responses Form, Hidde... %
& GET hittp: #/1a : Form, Hidde...
7 GET  hitp..Iq Refresh Sites free Form, Hidde. ..
g GET hitp: 10 Farm, Hidde...
Save Raw >
¢ GET hitp: #1 Form, Hidde...
1w GET hittp- /g WVEHICLE - Viewstate Hidden Control Enumerator Form, Hidde...
1 GET hitp: g Deja-Vu - Get Archive Page poo OK 282ms | Form, Hidde... |
12 GET http: /g Deja-Vu - Copy Links poe O 38mMs | Form, Hidde... | ¥

Mlerts Fig gz Bz - CurrentScans D) o 30 0 To Lo Mo




The Vehicle Project, Cont.

Current Features
Passively identifies traces of Invisible / Dormant Controls
Error-based invisible control name enumeration
Blind-based invisible control name enumeration (NEW!)
Disabled/commented control event execution
Invisible control event execution

Viewstate manipulation for manual parameter tampering,
when MAC is OFF (NEW!), Control Injection Templates

Manual execution of target events
Cached viewstate/eventvalidation scraping - déja vu (NEW!)

Upcoming Features
Control type fingerprinting & exploitation
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Additional Resources

déja vu (cache analysis) ZAP Extension:
https://github.com/hacktics/deja-vu

Woanware Viewstate Hacker:
http://www.woanware.co.uk/application/viewstatehack
er.ntml

OWASP ZAP: https://code.goodgle.com/p/zaproxy/

James Jardine blog posts:
http://www.]ardinesoftware.net/
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QUESTIONS?

Shay Chen (@sectooladdict)
Niv Sela (@nivselatwit)
Alex Mor (@nashcontrol)
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